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Introduction
The healthcare industry is at a crossroads. Costs continue to spiral upward,  
yet quality of care has, at best, held steady, and in some cases, has decreased.  
As a result, patient frustration with the healthcare experience has reached  
an all-time high.

What might explain this puzzling phenomenon? As medical knowledge increases 
and more money is invested into the healthcare system, why are we not seeing 
an improvement in outcomes? There are multiple causes. Many point to our 
aging population, and a corresponding increase in chronic diseases, as one of the 
contributing factors. Indeed, it is projected that by 2030, 60% of the Baby Boomer 
generation will be managing at least one chronic condition.1 Managing these 
diseases over an extended period of time represents a growing tax on  
the healthcare system. 

Some point to an increase in paperwork and bureaucracy in the healthcare  
system as the root of the problem. One study found that nearly half of physicians’ 
time is currently spent on paperwork and EHR data entry, not on patient care.2  
With less time to see patients, waiting times have increased, and patient  
frustration has grown.  

Others point to the lack of financial accountability on behalf of the end-consumers: 
the patients. The argument is that since patients’ healthcare expenses are covered 
directly by their health insurer or by their government, they are less sensitive to 
cost, enabling prices to balloon. 

Last, some blame the increasing specialization of the healthcare system, which 
carries hidden costs related to the exchange of information between different 
stakeholders across the continuum of care. As Dr. Sandeep Jahaur, author of 
Doctored: The Disillusionment of an American Physician explains, “in our health care 
system, if you have a slew of specialists and a willing patient, almost any  
sort of terrible excess can occur.” 

1  Garza, Anyssa. “The aging population: The increasing effects on healthcare.” Pharmacy Times. January 19, 2016. 
http://www.pharmacytimes.com/publications/issue/2016/january2016/the-aging-population-the-increasing-effects-on-health-care 
 
2  Fairchild, David G. “Half of physician time spent on EHRs and paperwork.” NEJM. September 6, 2016. 
http://www.jwatch.org/fw111995/2016/09/06/half-physician-time-spent-ehrs-and-paperwork
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Regardless of the underlying causes, one thing is clear: without change,  
costs will continue to spiral out of control, and so will patient frustration with  
the healthcare system.

Organizations across the care continuum are increasingly turning to modern 
technologies to address patient dissatisfaction, and the corresponding legislative 
and market disruptions resulting from it. For example, hospitals and health 
systems, under increasing financial pressure to improve care outcomes, are 
adopting new applications to drive patient engagement and population health 
management solutions. Health insurers, facing increased competition across a 
growing number of channels, are leveraging modern CRM and SaaS technologies 
to drive member engagement and retention. And life sciences companies, facing 
increasing R&D and go-to-market costs, are employing modern communications 
technologies to streamline new product development and improve sales and 
marketing efficacy.  

However, adopting each of these technologies and services carries a connectivity 
cost, one typically borne by IT. For example, a CRM designed to improve 
how doctors interface with patients must be connected to the EHRs holding 
patient medical data to be of use. Similarly, a mobile application designed by a 
pharmaceutical company to improve clinician engagement must connect to the 
systems holding customer, order, and product data––regardless of where that 
data may reside. 

The number of systems containing vital patient or customer data has sharply 
increased, and given a finite amount of IT resource and budget, these growing 
connectivity costs are hindering the successful adoption of these new technologies 
and services.  Yet, the potential these technologies hold is no less clear. By 
resolving the challenges associated with connectivity, which has stymied the 
adoption of modern technologies, progressive hospitals, health systems, health 
insurers, and life sciences companies can unlock the potential of these 
technologies in order to address the root causes of patient dissatisfaction  
and leapfrog their competition.

In the following pages, we’ll show how.
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“The question for healthcare leaders 
today is how do we make patient care a 
fundamentally better experience across 

the continuum? That includes safety, 
quality, and service. It also includes making 

healthcare more connected so that we 
promote wellness care as well as disease 
care….Addressing those challenges will

truly be transformative, and transformation

is one strategic objective we should

all be thinking about.”
-Dr. James Merlino, President and CMO, Press Ganey Associates
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THE DIAGNOSIS
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Industry disruption demands that healthcare organizations change
Patient dissatisfaction with the healthcare system has reached a tipping point. In 
response to increasing costs and an antiquated care experience,  legislatures have 
passed bills to transform the healthcare operating model, patients have taken healthcare 
into their own hands, and new competitors have emerged to satisfy previously unmet 
patient needs. Each of these phenomena represent a substantial threat to healthcare 
organizations across the care continuum; collectively, they demand change. The 
extent to which IT can enable healthcare enterprises to adequately respond to these 
disruptions and better address patient needs will ultimately determine whether these 
organizations thrive or falter.

Governments step in to address patient dissatisfaction 
As a highly regulated industry, healthcare organizations already feel the impact 
of legislative change more than companies from other industries. And as patient 
dissatisfaction increases, legislative pressures on these organizations has intensified, 
with the passage of new bills that require healthcare organizations to redefine their 
operating model. 

Consider, for example, the government-incentivized transition away from  
“fee-for-service” reimbursement towards a “value-based” model in the United States.  
This has redefined the economic model for hospitals and health systems, requiring 
them to invest in proactively managing patient care instead of just reactively providing 
treatment when needed. 

Meaningful use mandates, which incentivized the transition from paper-based records 
to EHRs (and later penalized those who were slow to adopt), have also been disruptive, 
requiring the development and implementation of new processes that deviate from how 
clinicians have spent decades practicing. While these mandates are well-meaning, they 
may not be having the desired outcome; a recent study, which observed 60 physicians, 
found that 49% of physicians’ time is spent on EHR data entry, while only 27% of their 
time was spent directly with patients, ostensibly decreasing patient satisfaction.3

These examples represent a small subset of the types of laws and regulations that 
governments around the world have enacted in response to increasing patient 
satisfaction. While the merits of any given piece of healthcare legislation are always 
up for debate, one thing is unambiguously clear: these laws create disruption for the 

3  Fairchild, David G. “Half of physician time spent on EHRs and paperwork.” NEJM. September 6, 2016. 
http://www.jwatch.org/fw111995/2016/09/06/half-physician-time-spent-ehrs-and-paperwork
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organizations impacted. As long as the fundamental drivers of patient dissatisfaction 
remain unaddressed, we can expect to see future attempts by governments to pass 
laws changing how healthcare organizations must operate. 

Patients take care into their own hands
Dissatisfaction with the healthcare experience, combined with the introduction of new 
patient-focused healthcare technologies, has produced a more proactive generation of 
patients. These proactive patients produce more medical data, which they expect their 
care teams to leverage in order to provide a superior healthcare experience. They also 
demand better access to their own health records, which are typically siloed in an EHR 
(or in a manilla folder). Both of these needs have pressured healthcare organizations 
to change how they interact with these patients in order to deliver care in a way that 
competitively differentiates them in the market. 

It’s not just that preferences have changed. Expectations have as well. Patients 
have grown increasingly accustomed to delightful digital experiences provided by 
the Amazons and Ubers of the world. Today, they expect the same type of digital 
engagement from their healthcare provider and health insurer. Capabilities that may 
have seemed novel a short while ago, such as enabling mobile bill payment, or  
on-demand access to a lab result, have become mandatory to provide.

Delivering on these expectations is easier said than done. The underlying IT complexity 
behind delivering on these projects can be immense, often requiring healthcare 
organizations to extract and orchestrate data from a wide range of systems and 
applications that were not designed to meet modern demands. Yet, healthcare 
organizations must do so, or risk losing market share to those who are able to more 
quickly innovate in service of an increasingly proactive patient population.

Market pressures tackle patient dissatisfaction
The increase in patient dissatisfaction has created an economic incentive for both new 
and existing healthcare companies to address its underlying causes. In many cases, 
established organizations are fundamentally altering their business models to address 
the causes of patient dissatisfaction. As a result, healthcare organizations across the care 
continuum, from providers to payers, to life sciences companies, face a larger and more 
diverse set of competitive threats than ever before. 
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Of late, M&A has become a favored strategy for large healthcare organizations to 
develop the scale needed to better address patient needs. Increased scale allows 
health systems to expand the network of physicians patients have access to, enables 
insurers to negotiate lower rates, and bolsters the new product pipeline for life sciences 
companies. In part due to these perceived benefits, M&A topped $546 billion globally  
in 2015, compared to $87 billion in 2001.4

Unaddressed patient needs have also incentivized new market entrants into 
healthcare, who see an opportunity to succeed where incumbents have struggled. 
For example, retailers such as Walmart and Target have invested in in-store clinics 
as a way of improving the patient experience through increased convenience. 
The industry has also seen an explosion of startups like Forward, Oscar Health, 
and Color Genomics, each of whom leverage agility to provide better, lower-cost 
products and services to patients, members, and doctors. 

Broadly, the increase in competitive pressures from a variety of different types 
of organizations  has increased the urgency at which providers, payers, and life 
sciences companies must transform in order to alleviate patient dissatisfaction.

Modern technologies enable a response to industry disruption

Modern technologies have emerged as a potential panacea to the challenges that 
ail the healthcare industry. Cloud, mobile, IoT, and big data solutions have all been 
identified as potential tools to leverage to respond to industry disruption. Each 
carries the potential to address the roots of patient dissatisfaction by improving 
health outcomes, enhancing the patient experience, and reducing costs.

4  Bain & Company. “Global healthcare corporate M&A report.” Bain. April 27, 2016. 
http://www.bain.com/publications/articles/global-healthcare-corporate-ma-report-2016.aspx
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Transforming the healthcare operating model in response to legislative pressures
Legislative pressures have forced healthcare organizations to change their 
operating model. Modern technologies provide an avenue through which they  
can quickly and effectively do so. 

To illustrate, consider the government-led transition from fee-for-service to 
value-based care in the United States, which has established economic incentives 
for improving care quality. Technology provides new and innovative ways of 
doing so. Mobile applications and IoT solutions provide a channel for healthcare 
organizations to better monitor patient health outside the four walls of the clinic, 
leading to improved care quality. Big data enables healthcare organizations to 
aggregate disparate clinical and non-clinical records in order to produce new 
insights in support of population health initiatives. With cloud technologies, 
healthcare organizations can more easily create a single view of their patients, 
enabling a superior experience for both doctors and patients. 

Pharmaceutical manufacturer Eli Lilly provides an example of how these 
technologies can be used in service of improved patient outcomes. Currently, 
Eli Lilly produces a number of specialized medications designed to treat chronic 
conditions, such as arthritis and osteoporosis, that require patient support in the 
form of home visits.5 Eli Lilly relied on unaffiliated care teams to manage home 
visits, but struggled to maintain quality and reliability with this approach because 
the care teams lacked access to key patient data. 

In response, Eli Lilly adopted the Salesforce App Cloud to build the Patient Connect 
Platform app—a web and mobile solution that allows patients to engage with a 
“personal health concierge” that helps guide them towards their care outcomes. 
The app sends patients daily surveys, provides them with medication information, 
enables them to communicate with their nurses easily, and more. 

Before adopting the cloud, Richard James Carter, Director of IT at Eli Lilly, stated 
that their “...customer experience was suffering.6 There was limited control and 
insight over the data, due to multiple vendors and systems of reference.” Now, 
according to Carter, Eli Lilly has addressed challenges to providing quality care, 
and in a way that enables them to differentiate themselves from their competitors. 
 

5  Salesforce. “The trailblazer’s guide to apps in healthcare & life Sciences.” Salesforce. n.d. 
https://secure2.sfdcstatic.com/assets/pdf/app-cloud/trailblazers-guide-hls.pdf
6  Salesforce. “The trailblazer’s guide to apps in healthcare & life Sciences.” Salesforce. n.d.  
https://secure2.sfdcstatic.com/assets/pdf/app-cloud/trailblazers-guide-hls.pdf
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Leveraging technology to enable more proactive patient care  
Patients want more control over their care experience, and technology provides 
healthcare organizations the ability to provide this control. Cloud applications 
enable anytime anywhere access of visit history, lab records, outstanding claims, 
and other relevant healthcare data. Connected medical devices can drive self-
monitoring by providing real-time data access via a mobile or web application. 
Similarly, big data confers big benefits for patients by enabling providers, insurers, 
and life sciences companies to provide personalized care recommendations  
based on analysis of outcomes data. And mHealth – care via mobile applications  
– provides patients with care at their fingertips. 

Research demonstrates that leveraging these technologies is key toward satisfying 
patient preferences for personalized care. Recently, PwC and the Economist 
Intelligence Unit surveyed over 1,000 patients about their opinions on mHealth. 
The survey found that 52% of patients think mHealth applications and services will 
make healthcare “substantially more convenient” for them, 48% believe mHealth 
will improve the quality of healthcare they receive, and 46% believe it will reduce 
their healthcare costs.7

As a result, leading healthcare organizations have put increased investment 
towards these digital solutions. One leading medical provider, looking to provide 
more personalized services to its diverse patient population, adopted PwC’s 
Patient Digital Care Solution, powered by Salesforce Service Cloud, to build a 
customized mobile application that enables customer service representatives to 
provide more customer-centric care.8  By centralizing disparate data from different 

7  PwC. “Emerging mHealth: Paths for growth.” PwC. 2014. https://www.pwc.com/gx/en/healthcare/mhealth/assets/pwc-emerging-mhealth-full.pdf
8  PwC. “Leading medical provider transforms patient engagement.” PwC. 2016.  
https://www.pwc.com/us/en/increasing-it-effectiveness/case-studies/assets/pwc-healthcare-operator-case-study-final.pdf

“Supported by digital data, new data-driven tools, and payment policies 

that reward improving the quality and value of care, doctors, hospitals, 

patients, and entrepreneurs across the nation are demonstrating that 

smarter, better, more accessible, and more proactive care is the best 

way to improve quality and control health care costs.”

–John Park, Fmr. US Government Chief Technology Officer, US Health and Human 
Services Chief Technology Officer
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systems and interfacing it through a mobile application, this provider not only 
improved patient engagement and satisfaction, but increased patient enrollment 
as well.

Using digital transformation to drive competitive differentiation
Modern technologies enable healthcare organizations to more effectively address 
competitive pressures in a variety of ways, from enabling them to reap the benefits 
of activities like M&A, to facilitating better digital engagement to customers, and 
supporting the launch of new and innovative healthcare products. 

Livongo Health provides a strong example of a company that has leveraged 
technology to drive competitive differentiation through product innovation. Livongo 
Health produces a cellular-connected blood glucose monitor, and provides a 
personalized service to coach patients on how to manage diabetes. By leveraging a 
connected device that provides data back to Livongo in real-time, the company can 
provide real-time recommendations for blood sugar management, like eating a piece 
of fruit, or taking a jog, whenever blood sugar reaches unhealthy levels. 

The aggregation and orchestration of information from disparate systems often 
underpins the development and management of these new types of products. 
According to Adnan Asar, Chief Technology Officer at Livongo Health, providing this 
product and service required them to “address complex connectivity across clinical 
and non-clinical systems.” 

By leveraging modern technologies like IoT and Cloud as the cornerstones of  
their product innovation,  Livongo Health not only provides patients with better  
care, but does so in a way that insulates itself against competitors. Furthermore,  
by providing more proactive care recommendations to patients, they help reduce  
the number of incidents requiring urgent medical care––reducing overall cost  
to the healthcare system. 

Livongo represents just one of many examples that illustrate how technology can be 
used to not only survive, but thrive amidst disruption. However, as alluded to in many 
of the examples above, these technologies can only deliver their promised benefits 
when they are connected to pre-existing systems and data sources. Connectivity 
carries a cost. So, while the need to adopt modern technologies to address disruption 
has become quite clear, actually doing so with a finite amount of IT resource has 
emerged as a new challenge that healthcare organizations must tackle.
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“In a recent MuleSoft survey of 951 IT 
decision makers (ITDMs), only half said 

they were able to deliver all projects asked 
of them last year. While 20 years ago IT 

teams might have been able to connect a 
few enterprise applications and go about 

their day, this approach no longer cuts it. If 
businesses continue to operate in the same 

way, the IT delivery gap will only widen.”
-Ross Mason, Founder, MuleSoft

https://www.mulesoft.com/lp/reports/2017-connectivity-benchmark
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THE HEALTHCARE IT 
DELIVERY GAP
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It is clear that modern technologies such as cloud, mobile, IoT, and big data 
provide the means for healthcare organizations to respond to industry disruption. 
However, realizing value from these technologies requires connecting them to 
other sources of data within the healthcare enterprise. For example, it is not 
enough for organizations to simply “move to the cloud,” since cloud and SaaS 
technologies are only as powerful as the data that powers them. An organization 
that acquires a solution like Salesforce Health Cloud must be able to connect it 
to the EHR systems where patient data resides in order to realize value. Similarly, 
healthcare organizations cannot simply build or adopt mHealth technologies 
without addressing underlying connectivity challenges. As James Hoffman, Chief 
Patient Safety Officer at St. Jude Children’s Research Hospital stated, “You could 
have a great app, but then if it doesn’t connect in the electronic health record, 
then you’re missing a lot of crucial data”.9 Incorporating IoT technologies in 
healthcare also poses connectivity challenges. After all, there is no point in using 
a wearable device to monitor patient data if the clinician or patient cannot access 
relevant data–– whether it be through a mobile or web application, or with the 
EHR.  Big data platforms, naturally, necessitate connectivity across different data 
sources in order for healthcare organizations to realize their benefits. 

Information resides in more places than ever before, and under status quo 
connectivity approaches, each new endpoint that must be connected to each of 
these incremental technologies represents an additional investment in time and 
budget. And, as the number of endpoints has increased, so too has the cost of 
connectivity. This has created a challenge for healthcare IT teams, as the amount 
of resources required to connect these new technologies and deliver on new 
projects has exceeded capacity. The end result is an IT delivery gap between what 
the business needs in order to satisfy patient and customer demands, and what IT 
can actually deliver.  

9  Quintiles IMS. “Patient adoption of mHealth.” Quintiles IMS. September, 2015.  
http://www.imshealth.com/en/thought-leadership/quintilesims-institute/reports/patient-adoption-of-mhealth
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Given a finite amount of time and resource, and an increasing number of projects 
required by the business in response to healthcare industry disruption, this gap 
will continue to widen, putting increased pressure on IT. 

Without addressing the connectivity burden that has created this gap, healthcare 
organizations will be unable to adopt and implement the types of modern 
technologies that are crucial to addressing industry disruption. And, as we will 
explore below, status quo approaches to connectivity are ill-suited to addressing 
this challenge, necessitating a new approach. 

 



20

“[The healthcare industry’s] approach to 
integration is decades old, opaque, and, 

rewards closed systems.”
Shahid Shah, CTO, Citus Health 
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STATUS QUO CURES 
ARE INSUFFICIENT
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It is clear that the number of projects that IT must deliver in response to industry 
disruption has outpaced IT’s delivery capacity. As highlighted earlier, connectivity 
represents one of the primary drains on IT resources for each incremental project.  
Let us explore in more detail why status quo connectivity approaches exacerbate 
the IT delivery gap problem. 

Hard-coding point-to-point integrations

The oldest and most common approach to connecting disparate applications, data, 
and devices is custom code. It’s easy to see why this approach became so prevalent. 
On a per-project level, with a limited number of endpoints, hard-coding seems like a 
simple solution to integration that does not require additional tooling. Today, however, 
endpoints are anything but limited. As MuleSoft’s Connectivity Benchmark Report has 
indicated, the majority of IT decision makers now grapple with connecting tens, or even 
hundreds of applications across any given project.10 Amidst this more complicated 
application landscape, point-to-point connectivity creates long-term problems that 
exacerbate the IT delivery gap.

Custom code is, by its very nature, custom, leaving no opportunity for reuse. As the 
number of applications requiring access from the same core systems grows, this 
becomes more and more of a missed opportunity. Under this approach, a health 
system that wants to connect various cloud, IoT, mobile, and big data solutions to  
their EHR must spin up a separate point-to-point interface for each.

10  “Connectivity benchmark report 2017.” MuleSoft. January, 2017.  
https://www.mulesoft.com/lp/reports/2017-connectivity-benchmark
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Furthermore, the approach leads to a tight coupling of applications, data, and devices. 
If anything changes to the business requirements, or to the endpoints that an 
application is connected to, the entire application or major portions of it need to be 
rewritten. This type of rework drains scarce IT resources, further contributing to the 
expansion of the IT delivery gap.

ESBs and HL7 interface engines fail to address the challenges created 
by point-to-point connectivity

In response to the increasing amount of connectivity work required by IT, many 
healthcare organizations have adopted ESBs or HL7 interface engines to increase 
the speed at which developers can deliver integrations. Yet, these tools fail to 
address the core challenges with point-to-point connectivity. While an ESB can help 
to more quickly connect two systems, it does not enable for that work to be reused 
across the enterprise, nor does it address the problems created by tight coupling 
between systems. 

Because they do not address the underlying problems caused by point-to-
point connectivity,  ESBs and interface engines only provide modest increases 
to IT productivity. The magnitude of the IT delivery gap is such that exponential 
– not incremental – improvements to productivity are required. In order to 
better address the IT delivery gap, healthcare organizations must look beyond 
these dated solutions and consider a new IT operating model that yields more 
substantial productivity gains.
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“Leaders of most internet-based 
businesses have realized the critical 
importance of using open APIs to 

expand the reach of their organizations. 
If the healthcare industry followed suit, 

the impact on the quality and cost 
of care, the patient’s experience, and 

innovation could be enormous.”
- Robert S. Huckman and Maya Uppaluru, “The Untapped Potential of Health APIs”

https://hbr.org/search?term=robert+s.+huckman
https://hbr.org/search?term=maya+uppaluru
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API-LED CONNECTIVITY: 
THE PRESCRIPTION FOR 

DISRUPTION 
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APIs enable a new approach to closing the IT delivery gap

APIs provide a means through which healthcare organizations can realize the type 
of exponential improvements in project delivery speed that are needed to close 
the IT delivery gap. Before exploring how APIs can be leveraged in doing so, let us 
consider the characteristics of the modern API.

The term API has been used generically to describe a connectivity interface to an 
application. However, over the past few years, the modern API has emerged with 
unique characteristics that enable it to accelerate IT project delivery.  

Modern APIs adhere to strict standards, typically HTTP and REST. These standards 
make them discoverable, developer-friendly, easily accessible, and understood 
broadly. Since modern APIs are standardized, they allow more secure and 
governed sharing of data between systems. They can be monitored and managed 
for scale and performance as well. 

These characteristics allow the modern API to be the core enabler of a new IT 
operating model -  API-led connectivity. API-led connectivity allows healthcare 
organizations to exponentially increase the speed they can deliver projects, closing 
the IT delivery gap, and enabling the business to leverage technology to address 
patient needs. 

Visible secured 
& governed
by design 

Full API lifecycle

Enterprise-grade 
connectivity 
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API-led connectivity drives accelerated project delivery in healthcare 
API-led connectivity is an approach to integration that builds upon the central 
tenets of Service Oriented Architecture (SOA) and re-imagines its implementation 
to fit today’s unique challenges. This approach to integration defines methods for 
connecting and exposing assets as modern APIs. Rather than connecting things 
point-to-point, every asset becomes a modern API that is discoverable through 
self-service.

API-led connectivity

Large enterprises have complex, interwoven connectivity needs that require 
multiple API-led connectivity building blocks. In this context, putting in a framework 
for ordering and structuring these building blocks is crucial. Agility and flexibility 
can only come from a multi-tier architecture containing three distinct layers of APIs:

• System APIs provide consistent, managed, and secure access to backend 
systems of record (e.g. EHR, CRM, LIMS) by exposing them as APIs. These 
systems are often difficult to access because they rely on proprietary connectivity 
interfaces, and require specialized skills that may not be readily available within 
a healthcare organization. System APIs aim to increase accessibility by insulating 
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the user from the complexity of underlying systems and the changes that occur 
within them. The system APIs layer enables users to access data and reuse APIs 
for newer projects easily, without needing to understand the underlying systems. 
This means that the same system experts are not required for every project and, 
instead, central IT can simply maintain and govern these APIs.

• Process APIs enable Line of Business (LOB) IT to orchestrate data exposed from 
system APIs, and then combine them with some business logic to create assets 
with high value that can be reused for projects. For example, a pharmaceutical 
company could orchestrate data exposed from multiple back-end systems of 
record to create a “Customer” API, which could then be reused across every 
project that requires customer data.  

• Experience APIs configure data in a way that makes it easily consumable by its 
intended audience. This is necessary, especially since each intended audience 
may want access to the same data but in different formats. For example, an EHR, 
a CRM application, and a mobile app may require access to the same patient 
data, but require it in very different formats. Experience APIs enable IT to provide 
access to different audiences without needing to set up separate point-to-point 
integrations for each channel.

How API-led connectivity closes the IT delivery gap

API-led connectivity confers a variety of benefits to the organization, all in service of 
increasing project delivery speed and closing the IT delivery gap. Advantages to this 
approach include:  

• IT as a platform for innovation: Through exposing data assets as services – 
APIs – to a broad audience, IT can be a platform that allows lines of business 
within healthcare organizations to self-serve on their own projects and 
accelerate innovation in the process. 

• Increased developer productivity: API-led connectivity reimagines the central 
tenets of SOA, which means that logic is distilled to its constituent parts and 
reused across different applications. This approach prevents duplication efforts 
and allows developers to build on each other’s efforts, as opposed to building 
from the ground up. 
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• Predictable and controllable change: Through ensuring modularization of 
integration logic and providing a logical separation between modules, IT leaders 
within healthcare organizations can better estimate, plan, and ensure changes to 
code with minimal testing and downstream work.

• Greater agility through loose coupling of systems: Typical IT architecture 
models have different levels of governance that are appropriate. The so-called 
bimodal IT or the two-speed IT approach makes this dichotomy explicit. API-led 
connectivity supports the ability to carefully manage and gate changes to the 
core systems of records, while retaining the flexibility to iterate quickly for user-
facing edge systems, such as web and mobile applications. 

• Deeper operational visibility: By approaching connectivity holistically, 
healthcare organizations can have better operational insight into whether an 
API or a particular interface is working. API-led connectivity provides end-to-
end insight from the receipt of an initial API request call to the fulfillment of 
that request, based on an underlying database query. As a result, fine-grained 
analysis is possible.

The benefits this model confers are enormous, with MuleSoft research suggesting 
that organizations can realize a 2-5X increase in project delivery speed. Achieving 
this type of productivity gain is the only means by which healthcare organizations 
can close the IT delivery gap, and enable the business to successfully meet patient 
expectations. 

Leading healthcare providers, payers, and life sciences companies have already 
started implementing API-led connectivity and realizing the benefits of increased 
project delivery speed. Let us consider in detail how each of these types of 
organizations can apply this model to address the unique business and IT 
challenges in their respective industries.
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 “Our value proposition to the world is 
technology leadership. In an environment 

where the ability to distribute medical 
knowledge is compressing very quickly,

we need to be able to continue to
innovate in the way we practice and

dispense medicine.”
-Toby Cosgrove, CEO, Cleveland Clinic
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THE PRESCRIPTION  
FOR HOSPITALS AND 

HEALTH SYSTEMS
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Hospitals and health systems face increasing pressure to respond to patient 
dissatisfaction with the cost and quality of care. Doing so requires them to adapt 
to legislative pressures to redefine their operating model and accommodate a 
more demanding patient population, all while maintaining market share against a 
growing number of competitors. 

Increasingly, hospitals and health systems see technology as a means to address 
these market disruptions. In this chapter, we’ll explore the specific challenges 
facing hospitals and health systems, how technology addresses these challenges, 
and how API-led connectivity enables more rapid technology adoption. 

Government steps in to address patient dissatisfaction 
Patient dissatisfaction has pressured many governments to pass laws targeting 
both the cost and quality of care in hospitals and healthcare systems. In the U.S., 
the government is tackling rising healthcare costs and patient dissatisfaction by 
driving a transition from a “fee-for-service” reimbursement model to one centered 
around “value-based care.” In the U.K., the National Health Services (NHS) is under 
increasing pressure from the government to address dissatisfaction with healthcare, 
and resolve operational inefficiencies that cost £5 billion per year.11 Around the 
world, legislatures have enacted new laws and regulations in an attempt to address 
constituent frustrations with the healthcare system. 

Naturally, these disruptions have a substantial impact on the operating model of the 
hospitals and health systems responsible for delivering care. For example, transitioning 
to value-based care requires a whole new set of capabilities focused on providing 
proactive care for patients that previously did not exist. Technology provides a means 
for hospitals and health systems to adopt and implement these new capabilities.  

Atrius Health, a nonprofit healthcare leader in the U.S, serves as a cogent example 
of how healthcare organizations can leverage technology to benefit from legislative 
disruption. Atrius launched a population health initiative that focused on “combining 
care coordination with analytic tools and financial tracking” in order to improve health 
outcomes and reduce costs. By unlocking data from a number of EHR systems, and 
then aggregating that clinical data with claims data, Atrius Health was able to more 
effectively identify at-risk populations and intervene as necessary.12 This approach both 
improved health outcomes and led to higher patient satisfaction which, under a new 
value-based model, increased revenues for Atrius. 
11  Campbell, Denis. “NHS could save £5bn a year on running costs and ‘bedblocking’, finds report.” The Guardian. February 5, 2016.  
https://www.theguardian.com/society/2016/feb/05/nhs-could-save-5bn-a-year-by-cutting-running-costs-say-reports
12  Dyrda, Laura. “19 hospitals and health systems with unique population health initiatives.” Becker Hospital Review. September 12, 2016.  
http://www.beckershospitalreview.com/hospital-management-administration/17-hospitals-and-health-systems-with-unique-population-health-initiatives.html



33

Case Study: Sutter Health
Sutter Health, a Northern California health system with 24 hospitals and over 
5,000 physicians, provides an ideal model for how healthcare organizations 
can accelerate innovation with API-led connectivity. Prior to adopting API-led 
connectivity, Sutter Health’s IT team struggled to keep pace with the increasing 
complexity of their data landscape, with over 28 million HL7 messages a day 
flowing across a portfolio of over 3,000 different applications. 

Their point-to-point integration approach created challenges with interfacing 
data between both clinical and non-clinical systems, adding months to 
development time to projects. Furthermore, their inability to support  
real-time connectivity between different clinical systems had a direct impact  
on care outcomes, since clinicians were not consistently able to access 
 up-to-date patient data. 

Seeking to accelerate project delivery and drive innovation, Sutter Health 
adopted a API-led connectivity, powered by MuleSoft’s Anypoint PlatformTM, 
and developed a set of reusable APIs that care teams, developers, and 
partners could easily consume. On the system level, they have accelerated EHR 
connectivity by representing data elements through discrete services such as 
patient or encounter. These are called by a set of process APIs representing 
common business processes. 

For example, their Patient Demographics API exposes a single patient data 
object sourced from Epic, Allscripts, and other clinical systems. These process 
APIs are then themselves called by downstream applications to surface the 
necessary data to end-users. Through the thoughtful creation and reuse of APIs 
across system, process, and experience layers, projects that used to take eight 
weeks at Sutter Health now take less than four.
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Patients take healthcare into their own hands 
As a response to dissatisfaction with the service provided by hospitals and health 
systems, many patients have started taking care into their own hands. Services like 
DoctorOnDemand and other online medical resources enable patients to obtain 
medical recommendations from outside the hospital or healthcare system where 
they are seeking care. Direct-to-consumer medical services such as WellnessFX 
and 23andMe allow patients to receive laboratory and genetic tests without ever 
setting foot inside a clinic. By disintermediating hospitals from the patients they 
care for, these new services threaten to capture an increasing amount of revenue 
that has traditionally gone to the health system. 

Health systems can respond in kind by investing in increased digital engagement, 
providing the same convenience that has attracted patients to alternative sources 
of care. Telemedicine provides a compelling example of how hospitals and 
health systems can leverage emerging technologies to their advantage. Through 
the implementation of telemedicine, Doctor’s Care, a chain of urgent clinics in 
Tennessee and South Carolina, was able to significantly reduce patient wait times 
and increase patient satisfaction. Their story is not unique; healthcare providers 
across the country have realized similar benefits. 

Telemedicine’s preliminary success speaks to the broader importance of leveraging 
technology to improve patient convenience and care while reducing costs. Those 
who can do so successfully stand to reap enormous gains as patients become 
more and more proactively involved in their care. 

New competitors emerge to address patient needs
As a result of patient frustrations with cost, quality, and experience, new market 
entrants such as brick-and-mortar retail clinics and concierge care providers have 
emerged. For decades, hospitals and health systems have had a virtual monopoly 
on care delivery, and these new market entrants threaten to erode their market 
share by satisfying currently unmet patient needs. 

The market pressure is most apparent in the entrance of brick-and-mortar 
retailers, such as CVS Pharmacy and Walgreens in the U.S. It is estimated that, at a 
minimum, $200 billion in healthcare spending will flow from traditional venues to 
these alternative venues.13 

13  Oliver Wyman. “The new front door to healthcare is here.” Oliver Wyman. 2016.  
http://www.oliverwyman.com/content/dam/oliver-wyman/global/en/files/insights/health-life-sciences/2016/The%20new%20front%20door%20to%20healthcare%20is%20here.pdf
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For hospitals and health systems, the success of these new competitors has been 
alarming; an Oliver Wyman study found that 26% of consumers used a retail clinic in 
2015, compared to only 15% in 2013.14 Worse yet, an estimated 80% of consumers that 
received treatments at retail clinics stated that their experience “was about the same or 
better than traditional doctor’s office.”

The success of brick-and-mortar retailers can be attributed to their focus on a 
consumer-centric strategy, powered by technology. Walgreens, for example, considers 
mobile an important part of their strategy to engage and satisfy customers. The retailer 
has 10 mobile applications, including the native Walgreens application that can send 
customers text notifications when their prescription is ready, as well as the RxMindMe, 
a medication reminder and pill tracker app. Through these services, Walgreens not 
only engages patients in new ways, but also improves their health outcomes, increases 
convenience, and, in turn, improves patient satisfaction.15

Brick-and-mortar retailers represent one of many types of new competitive threats that 
have emerged. Hospitals and health systems must also contend against agile startups 
like Healthtap, which provides 24/7 virtual access to doctors, as well as an increasing 
number of integrated care facilities, which provide a simplified healthcare experience by 
managing both care delivery and payment.  

For hospitals and health systems to respond to legislative disruption, accommodate 
evolving patient preferences, and differentiate themselves in the market, they must 
digitally transform, and fast. In these organizations, IT has been called upon to play vital 
role in the future health of the business. 

14  Oliver Wyman. “The new front door to healthcare is here.” Oliver Wyman. 2016.  
http://www.oliverwyman.com/content/dam/oliver-wyman/global/en/files/insights/health-life-sciences/2016/The%20new%20front%20door%20to%20healthcare%20is%20here.pdf 
15  Dolan, Brian. “Walgreens app adds pill reminders, Rx transfer.” MobiHealthNews. March 12, 2012.  
http://www.mobihealthnews.com/16594/walgreens-app-adds-pill-reminders-rx-transfer
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Case Study: UCSF Medical Center
The Medical Center at the University of California, San Francisco (UCSF) is one 
of the leading hospital systems in the country. It handles more than 1 million 
patient visits a year, has over 22,000 faculty and staff, and its Mission Bay 
campus in San Francisco is the largest biomedical university expansion in  
the U.S.

In a hospital where multiple parties must collaborate together, in real-time to 
deliver world-class patient care, seamless communication is critical. Doctors 
and medical staff must have flexible communications that work across all 
systems and can be recorded, remembered, and called up at a moment’s 
notice. 

What UCSF actually had was an 80’s vintage paging system, where a doctor 
needing a lab report might get a page when it was ready. Instead of recognizing 
the collaborative nature of medicine at a large provider, the communications 
system was 1:1, and people in the chain had to take it upon themselves to 
connect with others in the patient’s care network. In addition, because the 
system was 1:1, it was very inefficient. Sometimes, the messages wouldn’t 
always get to the right provider, meaning time was wasted trying to find the 
correct person for the message. 

Finally, the messages were never stored, so if the person with the message was 
out for the day or simply wasn’t able to deliver the information, the message 
was lost. The system was inefficient, walled-off, and was costing UCSF a great 
deal of time and money. “Our staff were being asked to use technology that 
was over 30 years old,” said Dr Raman Khanna, MD, Faculty Member in Hospital 
Medicine at UCSF. “We knew there had to be a better way.”   

The solution needed to offer both 1:1 and group conversation. It needed to 
connect the Epic EMR to non-clinical systems. And it needed to be able to 
persist messages for future reference. UCSF implemented MuleSoft’s Anypoint 
PlatformTM to integrate a number of disparate systems to create CareWeb 
Messenger, a unified messaging platform. CareWeb Messenger now works as a 
paging system for UCSF staff across web and mobile platforms. 
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CareWeb Messenger tags all messages to the sender, recipient, and patient 
and stores this information, both text and images, under the patient account. 
Multiple threading and indexing of messages enables the care team to see, 
in one place, all messages that have been exchanged. One of the challenges 
with opening up clinical systems to non-clinical systems is the need to control 
data because of privacy needs or legislation. But UCSF was able to balance 
its regulatory needs with the demands of both patients and staff, while still 
maintaining control over its data.

UCSF’s Chief Medical Information Officer, Dr. Michael Blum, is enthusiastic 
about the solution. “We chose to partner with MuleSoft because of its ability to 
connect clinical and non-clinical systems, both on-premises and in the cloud. 
[MuleSoft] allows us to connect Epic, Salesforce.com and mobile and paging 
systems into one seamless solution.” Not only did the new system greatly 
increase communication among UCSF’s staff, but it increased operational 
efficiency and reduced costs. Dr. Khanna says, “The solution we have developed 
together has made a tremendous difference to how our patient care teams 
interact with one another. Increasing the flow of rich information in real time 
will ultimately improve patient outcomes.”
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API-led Connectivity for Hospitals and Health Systems

It’s clearer than ever that hospitals and health systems must digitally transform. 
Technology represents a silver bullet to achieving the elusive “triple aim:” improving the 
patient experience, improving quality of care, and increasing the value of care delivery. 
While many hospitals and health systems understand why they must change, the  
“how” is often less clear.

Earlier, we discussed how API-led connectivity provides a means by which healthcare 
organizations across the care continuum can more quickly adopt and implement 
modern technologies. Let us consider how this model extends specifically to hospitals 
and health systems and enables them to realize the benefits modern technologies can 
afford to their patients and their business. 

To illustrate, let us look at the development of a simple application designed to provide 
real-time appointment status and appointment history data to patients prior to seeing 
their doctor. We can use this application as a case study to compare and contrast the 
benefits of API-led connectivity versus a status quo point-to-point approach.

The above diagram represents how different systems are connected and how 
data is orchestrated with a point-to-point connectivity approach. Integrations are  
hard-coded from Epic and Allscripts to aggregate patient data and appointment  
history. This aggregated data is subsequently connected to the web application. 
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This approach, while technically capable of delivering the project on time and within 
budget, confers a number of challenges. Imagine a new business requirement emerges 
six months later that requires the health system to build a mobile equivalent to the web 
application. Even though the mobile application consumes the same data and delivers 
the same functionality as the web application, none of the original work can be reused.  

The problems with point-to-point connectivity extend beyond the lack of reuse.  
Point-to-point code leads to tight coupling of systems. This means that, in this example, 
if the hospital decides to replace their EHR at any point in the future, they will need 
to rewrite significant amounts of code not only for this application, but for any other 
application the hospital has developed that consumes EHR data. Last but not least, 
point-to-point connectivity complicates governance of PHI data movement across  
the EHR to the application. 

Now, let us consider the same web project developed via API-led connectivity.

In the above architecture, System APIs have been built to abstract away the 
complexity of the health system’s EHR systems from the underlying patient 
data. These APIs are reused across the different iterations of the appointment 
application, and can also be reused across any other application in the health 
system requiring EHR data without further development work.  
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Process APIs orchestrate data from core systems into discrete units of business 
value, such as “appointment data.” Similar to system APIs, these process APIs are 
reused across different versions of the appointment application, and can also be 
reused throughout the enterprise for other projects that requires the same data. 

Experience APIs consume data from the process APIs and expose it in a format 
that suits the end-user or application’s requirements. In this example, the same 
data is exposed to a web app and mobile app API. For other projects, a hospital 
or health system could consider creating distinct experience APIs for patients, 
providers, and hospital administrators, each of whom could receive a different 
version of the patient health record in a way that satisfies business and clinical 
needs while adhering to HIPAA requirements.   

This approach confers a number of advantages in contrast to point-to-point 
connectivity. Whereas with point-to-point connectivity, the addition of the mobile 
application required substantial rework to pull data from the EHR, with API-led 
connectivity, the only net-new work required was the addition of an experience 
API. Everything else is reused from the previous project. 

Furthermore, the API-led approach enables IT to easily plug in new sources of data 
into healthcare applications as business needs continue to evolve. In the example 
above, lab data from SureScripts can be easily incorporated into the broader 
design of the application, without needing to make changes to pre-existing code. 
Additionally the loose coupling between the core EHR systems and the end-
consuming applications provides the health system with the flexibility to employ a 
long term best-of-breed technology strategy. For example, were the health system 
to migrate from Allscripts to another EHR system such as Cerner, the only work 
required to support the application would be the creation of a new system API.
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On a per-project level, the benefits of reuse conferred by API-led connectivity 
are clear. These benefits grow even more apparent when extended outside a 
single project and across the entire health system. Countless projects rely on 
connectivity to the same core EHR systems. Unlocking these EHRs with APIs, and 
orchestrating that data into units of business value that can be reused across the 
organization confers massive productivity gains across the health system. And as 
the need to unlock core systems expands from traditional clinical systems such 
as EHRs and LIMS, to non-clinical systems, such as Workday or Salesforce, the 
benefits of an API-led approach will only increase.

One thing is certain: status quo approaches to connectivity are not suited to 
accommodate the increasing number of technologies that hospitals and health 
systems must adopt to address patient dissatisfaction. API-led connectivity 
provides the foundation necessary to accommodate these technologies, thereby 
enabling improved care outcomes, reduced costs, and a better patient experience. 
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 “Healthcare is an integration problem. The 
smarter we get about figuring out how to 

network information, the more competitive 
we are going to be.”

Saurabh Sachdeva, AVP of Applications, Healthfirst 
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THE PRESCRIPTION FOR 
HEALTH INSURERS
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Similar to hospitals and health systems, health insurers face pressure to 
address patient dissatisfaction. Market-disrupting legislation, changing member 
expectations, and new competitors make change an imperative. In this chapter, we 
will discuss the legislative and market disruptions affecting health insurers, the role 
of technology in enabling them to improve patient satisfaction, and how API-led 
connectivity supports the rapid adoption of these technologies.

Legislation redefines the health insurance economic model
Governments are tackling patient dissatisfaction through laws aimed to address patient 
concerns around health insurance accessibility, payment and coverage. Broadly, this 
phenomenon is nothing new: for years, the US government has required health plans 
to comply with a variety of regulatory measures, such as the collection and submission 
of HEDIS (Healthcare Effectiveness Data and Information Set) data to the Centers for 
Medicare and Medicaid Services. In the UK, Australia, and other countries, where the 
government serves as the primary payer for healthcare, the reimbursement of healthcare 
services faces similar legislative scrutiny. 

More recently, however, legislators have passed more sweeping laws that have 
fundamentally redefined how insurers must operate. In the U.S., for example, the passage 
of the Affordable Care Act has transformed the health insurance economic model. By 
requiring insurers to accept members with pre-existing conditions, the Affordable Care 
Act has driven health insurers to pivot from an business model focused on underwriting 
to one that emphasizes proactive care management. “The ramifications of this transition 
for payers are significant,” says John Tyler, Data Science Platform Manager at Premera Blue 
Cross. “Payers are going to have to get really good at providing value to their customers 
relative to the healthcare system and at managing risk more closely.”

Technology provides a means of improving risk management in accordance with this new 
paradigm. The Veterans Affairs Digital Health Platform Proof of Concept illustrates just 
how such a model might work. The platform unifies data across hundreds of EHRs where 
Veteran data exists, and analyzes outcomes data to provide preventive recommendations 
for those are at higher risk of certain chronic ailments, thereby reducing chronic disease 
incidence.  Health insurers can adopt a similar model, proactively intervening in member 
care when the data suggests an impact could be made. The end result: members receive 
improved care, while the insurer reduces costs.16 

16  Winters-Miner, Linda A. “Seven ways predictive analytics can improve healthcare.” Elsevier. October 6, 2014.  
https://www.elsevier.com/connect/seven-ways-predictive-analytics-can-improve-healthcare
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As demonstrated by the above example, health insurers have been heavily impacted by 
recent legislation. And while different healthcare laws come and go over the years, each 
requires payers to transform how they do business, providing opportunity for those who 
can leverage technology to adapt most quickly and take advantage. 

Evolving member preferences demand change
The growing number of insurance options afforded to members, combined with a more 
proactive patient population, has pressured health insurers to invest in overhauling the 
customer experience they provide. Accordingly, payers have turned to technology as a 
means of driving stronger engagement with members. In addition to supporting better 
management of risk on the population level, as described earlier, technology provides the 
means for payers to increase member retention.  

An example of this is highlighted in the experience of Memorial Hermann Health Solutions 
in the U.S., which built a digital platform that provides a database of available health plans 
and enables patients to purchase the plan that works best for them. By simplifying the 
insurance purchasing experience, the platform “further engaged customers and brought 
more satisfaction to the table.” 17 It’s a simple, but powerful example that illustrates how 
digital engagement makes a difference. Opportunities to drive similarly delightful digital 
experiences abound for payers. Providing the ability to view claims in real-time, or easily 
locate an in-network provider online, or pay a bill via mobile app all contribute to increased 
patient satisfaction, and by extension, increased member retention. 

17  Health Payer Intelligence. “Why payers should include consumer engagement in health plans.” June 28, 2016.  
https://healthpayerintelligence.com/news/why-payers-should-include-consumer-engagement-in-health-plans
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Case Study: Healthfirst
Healthfirst currently serves close to 1.2 million members in the New York 
City area. Their primary business objectives in the near term are to expand 
membership to 2 million and expand vertically into the commercial market 
while improving performance on value-based care metrics. 

Healthfirst had recently implemented several new platforms including 
Salesforce.com and Pega, and one of their immediate priorities was to integrate 
these into core administration systems, such as claims and broker portals. 
Other priorities included transitioning to real-time processing, reducing system 
latency, and improving care quality. 

Due to a large number of integrations called for by the product roadmap, 
Healthfirst needed an integration platform that would enable easy 
development and reuse of assets. Recognizing the value of an API-led 
connectivity approach in achieving these aims, the IT leadership at Healthfirst 
selected MuleSoft for their integration needs. 

Once selected, MuleSoft was deployed to: 
 
•  Build an orchestration layer to connect legacy systems of record     
   (mainframes, data repositories)  
•  Augment the real-time effectiveness of Pega’s BPM platform  
•  Support emerging analytics initiatives by enabling real-time access  
   to data  

All systems integrations within Healthfirst’s enterprise now go through 
MuleSoft. In the short period of time since implementing MuleSoft, Healthfirst 
has improved developer productivity and completed strategic IT projects within 
an accelerated timeframe.
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New competitors threaten member acquisition and retention
Widespread patient dissatisfaction with the health insurance industry has also led to 
increased competition from new market entrants leveraging technology in order to 
address unmet member needs, capturing market share in the process. For example, 
Oscar Health, a U.S.-based health insurance company, prides themselves on “using 
technology to make health insurance easy.” 18 The company has a web and mobile-based 
application, where patients can easily get a free quote and, after choosing a plan, they can 
use the application to schedule appointments, view bills, make payments, and even talk 
to a doctor 24/7, at no cost.  And to further boost patient satisfaction, Oscar also has an 
incentive step-tracking program that enables patients to set step-tracking goals and earn 
$1 for each day they meet their goal.19 

In leveraging technology, Oscar Health not only decreased dissatisfaction and increased 
convenience for their members, but also improved their health outcomes in the process. 
These types of features, which have been wildly popular with members to date, will soon 
become the norm. Insurers that fail to adapt them will struggle to maintain market share.

Similar to hospitals and health systems, health insurers have turned to technology as 
a means to address market disruptions. In fact, a McKinsey report indicates more than 
50% of the strategic IT initiative budget for health insurers over the next three years will 
be focused on digital transformation.20 With such a large investment being put towards 
digital transformation, and with so much riding this transformation’s success or failure, it 
is paramount for health insurance IT teams to adopt an operating model that supports 
the successful and rapid adoption of technology.

API-led Connectivity for Health Insurers

A Harvard Business Review article titled “The Untapped Potential of Healthcare 
APIs” states that efforts to “liberate” healthcare data for third-party applications have 
progressed slowly because the sector lacks the robust APIs and application developer 
programs common in other industries.21

Instead of leveraging APIs, however, health insurers have typically followed a point-to-
point or SOA approach to integration. As mentioned earlier, point-to-point approaches 
might seem attractive for quick delivery of a single given project or when there are 
a limited number of endpoints and a slower pace of change. Today, point-to-point 
connectivity has become less viable due to the sharp increase in applications and data 
sources that need to be connected, combined with a parallel increase in demands from 
18  Oscar Health. “Oscar Health official website.” Oscar Health. 2017. https://www.hioscar.com/
19  Comstock, Jonah. “MHN 2016: For Oscar, step tracking is about member engagement, not just health.” MobiHealthNews. June 15, 2016.  
http://www.mobihealthnews.com/content/mhn-2016-oscar-step-tracking-about-member-engagement-not-just-health
20  Bossert, Oliver et al. “A two-speed IT architecture for the digital enterprise. McKinsey & Company. December, 2014.  
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/a-two-speed-it-architecture-for-the-digital-enterprise
21  Huckman, Robert S. and Maya Uppaluru. “The untapped potential of health care APIs.” Harvard Business Review. December 23, 2015.  
https://hbr.org/2015/12/the-untapped-potential-of-health-care-apis
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internal stakeholders who need data to help better understand and satisfy member 
preferences. Traditional SOA, on the other hand, cannot move at the pace at which 
today’s new systems and applications evolve and change. For example, while the 834 
EDI format has not changed in years, the requirements for patient experience portals or 
mobile applications for members are changing monthly. 

In health insurance, API-led connectivity provides a means through which payers can use 
APIs to liberate data from core systems to accelerate technology adoption and better 
satisfy member needs. The below architecture illustrates how this model translates to 
the payer space.  
 

System APIs are used to expose access to data and services residing in core 
systems. For health insurers, these can include member systems of record (either 
internal systems, and/or cloud CRM solutions like Salesforce), claims processing 
systems (such as Trizetto Facets), or external EDI data feeds. These APIs can also 
be used to expose EHR data, which has grown in importance for payers as they 
seek to more proactively support patient care as a means of reducing costs.  

Process APIs consume and orchestrate data from the system API layer and 
transform that data into a discrete unit of value for the payer.  For example, the IT 
team may create a “manage care” API or an “enroll” API which can then be reused 
across different applications requiring shared functionality. 

Experience APIs are the means by which data can be reconfigured so that it is 
most easily consumed by its intended audience, all from a shared data source, 
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rather than setting up separate point-to-point integrations for each channel.  
For example, member enrollment and claim processing systems may all need to access 
the same member information fields, but need it in different formats. Or, different 
audiences, such as a member, clinician, and claims adjudicator, may need different 
versions of the same core claims data in a way that uniquely suits their needs.

To illustrate on a more practical level how this model contrasts with point-to-point 
connectivity, let us assess how the two approaches would address the development  
of a simple web application that provides real-time claims status and claims history  
for members. 
 

The above diagram shows how different systems would be connected with a point-
to-point connectivity approach. In this example, member data residing in Salesforce, 
claims status data residing in a database, and claims history data residing in both 
systems are connected directly to the web application

On the surface, this approach may appear to meet business needs, delivering the 
project on time and within budget. However, in doing so, it creates multiple long-term 
challenges for the business. For instance, imagine that in response to increasing 
member demand for mobile engagement, a requirement emerges to provide 
the same functionality via mobile app. Even though the app would consume and 
orchestrate the same data, and deliver the same features, none of the original work 
can be reused. 
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Worse yet, this approach leads to a tight coupling of systems, creating significant 
downstream pain if the payer decides to replace any of the core systems connected to 
the application. For example, if the insurer in this example decided to switch their CRM 
from Salesforce, they would need to rewrite significant amounts of code to maintain 
not only this application, but every other application pulling data from Salesforce.

Now, let us consider the same web project developed via API-led connectivity. 

 
In the above architecture, System APIs have been built to abstract away the 
complexity of the payer’s on-premise and cloud systems from the underlying member 
data needed to power the app. These APIs are reused across the different iterations of 
the claims application, and can also be reused across any other application the insurer 
develops that requires claims data.  

Process APIs orchestrate data from core systems into discrete units of business value, 
such as “member data” or “claim history.” Similar to system APIs, these process APIs 
are reused across different versions of the claims application, and can also be reused 
throughout the enterprise for other projects that require the same claims data. These 
process APIs can also be broken down into even more discrete units of value, as 
demonstrated by the creation of the “claims status” and “claim history” APIs - providing 
more opportunities for reuse across projects.

API-led implementation for the member claims app
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Experience APIs consume data from the process APIs and expose it in a format  
that suits the end-user or application’s requirements. In this example, the same 
underlying claims data is exposed to a web app and mobile app API. For other 
projects, a health insurer could consider developing distinct experience APIs that 
expose differing subsets of member data to clinicians, plan administrators, and  
the members themselves.  

The API-led connectivity approach to developing this application is superior on a 
number of fronts. Consider: with point-to-point connectivity, the addition of the  
mobile application required substantial rework to pull data from member claims 
systems, with API-led connectivity, the only new work required was the addition  
of the mobile experience API.

The reference architecture above also illustrates the ease with which new features  
can be developed on top of the application. For example, if the business later 
demanded the ability for the application to provide insurance coverage information f 
or each drug, health plan data could easily be pulled into a “coverage eligibility” API, 
which could then be consumed by the desktop and mobile portal experience APIs. 

Furthermore, since these systems are loosely coupled, different systems can be  
quickly incorporated into the application architecture without disruption to the 
application’s functionality. For example, if the pharmaceutical company from the 
example above decides to acquire a different company with its own systems of  
record for product data, and decides to standardize on those new systems, the  
only work required to support existing applications consuming product data  
would be at the System API level. 

The benefits of designing applications with reusable artifacts extend beyond the 
application itself, and to the entire enterprise architecture. Common artifacts such 
as physician data, drug data, and eligibility check can be reused across the entire 
enterprise, allowing IT teams to launch projects where these assets are leveraged 
multiple times faster than before. 

API-led connectivity transforms life sciences IT teams from a bottleneck to the  
business to a platform. Doing so enables IT to lead the charge in responding to  
the most pressing disruptions life science companies face, whether it is by reducing 
product development costs by streamlining operational efficiencies, driving 
competitive differentiation through superior patient and clinician engagement,  
or driving an accelerated go-to-market for transformative new treatments.
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Case Study: 
Premera Blue Cross Blue Shield
As one of the largest health plans in the Pacific Northwest, Premera Blue Cross 
Blue Shield serves 2 million customers in Washington and Alaska. Premera 
is focused on two key strategic initiatives: creating a stellar experience for 
Premera customers and addressing cost and quality. 

In pursuit of these initiatives, Premera leverages MuleSoft to power an analytics 
platform that informs better decision-making among providers and internal 
business leaders. In the future, they also plan to extend this capability to 
policyholders. 

One use case for the analytics platform, Premera’s patient 360 view, illustrates 
how leveraging APIs can improve quality of care, patient experience, and 
cost through increased healthcare data liquidity. Due to their size and scale, 
Premera often has more detailed information on a given patient than the 
patient’s doctor, since patients may see multiple providers from multiple health 
systems––each with their own set of siloed data. 

“One of the big problems we’re trying to solve for is the data liquidity issue 
that exists in healthcare,” said John Tyler, Data Science Platform Manager, 
“Physicians working in a clinic may not have access to all the data that relates to 
their patient.” By aggregating this data in real-time and exposing it to providers 
through the use of APIs, Premera intends to help providers provide better care 
based on a more informed view of the patient. Premera intends to extend the 
reach and interoperability of their patient 360 view by exposing the underlying 
capabilities as an API.
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“Life sciences companies are facing 
significant pressure to transform 

technologically to meet the challenges 
of an evolving marketplace, and to 

seize new commercial opportunities 
presented by innovation. Companies 

are looking to engage customers in new 
ways through digital technologies and 

invest in new information systems, while 
simultaneously optimizing to reduce 

costs...CIOs are playing an increasingly 
strategic role to help life sciences 

companies build competitive advantage.”
QuintilesIMS, New Strategic Information and Technology Roles in Life Sciences 

Companies, February 2016
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THE PRESCRIPTION
FOR LIFE SCIENCES
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Life sciences companies form a vital part of the healthcare continuum, developing and 
distributing drugs and services to improve health and cure disease. Yet, as a result of 
the increasing cost of pharmaceuticals, many have targeted the life sciences industry 
as a primary contributor to the increasing cost of healthcare. 

Fairly or not, these companies now face increasing pressure from governments, 
consumers, and competitors to provide superior products at a lower cost. As a result, 
they have turned to technology to reduce internal costs, improve customer and 
patient engagement, and accelerate the development of new products. In this chapter, 
we will assess why it’s become so important for life sciences companies to adopt 
modern technologies, and how API-led connectivity provides a means for them to 
effectively do so.

Government interventions threaten margins, necessitating change
Widespread patient dissatisfaction with the healthcare system has led to a number 
of new regulations that have impacted life sciences margins. In the U.S. for example, 
the Affordable Care Act included a number of taxes on different categories of medical 
products. In emerging countries such as China and India, governments have modified 
parts of their intellectual property laws to enable generics manufacturers to produce and 
sell off-brand versions of patent “protected” drugs, creating downward price pressure.22

In light of the already massive investment required to bring new drugs to market, these 
policies represent an enormous burden. According to a study performed by the Tufts 
Center for the Study of Drug Development, “the estimated average out-of-pocket R&D 
cost per approved new compound has increased to $2.87B.” Recently, as a result of this 
tax, Gilead Sciences Inc., a global pharmaceutical company, lost an estimated $337  
million in revenue from a single year’s sales, lowering their earnings from $2.05 to $1.84  
a share.23 It is clear that increasing regulations and weak patent laws are shrinking 
margins for life sciences companies, and hindering their ability to drive ROI on new 
product development. 

As a result of increased go-to-market costs, life sciences companies must identify new 
ways to reduce their operating expenditures in order to preserve margins. Modern 
technologies provide a promising avenue through which these companies can offset 
losses caused by increased taxes and regulations.  An example of this can be illustrated 
by General Electric (GE), which is digitizing production through its Brilliant Manufacturing 

22  Lyn, Tan Ee. “China changes patent law in fight for cheaper drugs.” Reuters. June 8, 2012.  
http://www.reuters.com/article/us-china-medicines-patents-idUSBRE8570TY20120608
23  Chen, Caroline. “Gilead misses profit estimates on ACA fee, Sovaldi sales.” Bloomberg. October 28, 2014.  
https://www.bloomberg.com/news/articles/2014-10-28/gilead-reports-lower-than-estimated-sales-of-sovaldi
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software. The software streamlines the manufacturing process through big data analytics, 
real-time monitoring, and predictive maintenance.24 This enables GE to not only reduce 
costs through automation, but also increase product quality. 

Patients proactively drive care, changing the life sciences go-to-market
Sales and marketing have always represented a significant cost in life sciences. In such 
a competitive industry, pharmaceutical companies actually invest more in sales and 
marketing than in research.25 As patients become more proactively involved in their care, 
life sciences companies must now expand their marketing efforts outside traditional 
physician channels to the patients themselves. By going directly the patients, these 
companies can indirectly influence prescribing behavior by directing patients to request 
certain drugs from their doctor. Companies in the U.S. and New Zealand – the only 
countries that permit direct-to-consumer (DTC) advertising – spend a combined $5.2 
billion annually on just DTC print and digital advertising, underscoring the importance of 
addressing this constituency.26

Digital technologies provide new opportunities for these companies to more efficiently 
and effectively deploy sales and marketing spend to influence patients.  Patients can be 
targeted through a variety of channels––whether it is through mobile applications, digital 
advertisements, or social media. Some companies have even gone so far as to implement 
online ordering for patients, where the patient can submit an order form to their clinician, 
who can sign-off on a prescription without the patient ever entering the clinic. 

Modern technologies also provide better ways of engaging with the physicians 
themselves. Increasingly, life sciences companies are supplementing the traditional 
face-to-face physician selling motion with an omnichannel engagement strategy, 
where doctors receive information about a company’s drugs through email marketing 
campaigns, mobile application notifications, and interactive web properties.  

As digital technology enables more personalized engagement and customer convenience, 
life sciences companies must redefine both who they market to, as well as how they 
market in order to keep pace with their competitors.

24  Ehrhardt, Marcus and Peter Behner. “Digitization in pharma: Gaining an edge in operations.” PwC. October 19, 2016.  
https://www.strategyand.pwc.com/reports/digitization-in-pharma
25  Anderson, Richard. “Pharmaceutical industry gets high on fat profits.” BBC. November 6, 2014.  
http://www.bbc.com/news/business-28212223
26  Picchi, Aimee. “Drug ads: $5.2 billion annually and rising.” CBS News. March 11, 2016.  
http://www.cbsnews.com/news/drug-ads-5-2-billion-annually-and-rising
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Case Study: Hologic
Hologic is a leading global healthcare and diagnostics company with over 5,000 
employees. They are an innovative healthcare company with market-leading 
products for early detection and intervention, with a strong position in women’s 
health. They wanted to adopt Salesforce’s Sales Cloud, Service Cloud, and 
Marketing Cloud products in order to provide their growing sales and support 
teams with a real-time 360-degree view of customers. 

Due to the projected business impact expected from the Salesforce 
deployment, the executive team set an aggressive six-month timeline for the 
company to bring a piloted group into production. Sharing data in real-time 
across multiple systems would be critical to realize the promise of a single 
platform of engagement. However, this timeline was very challenging for 
the Information Systems (IS) team. In fact, Kevin Brownlie, Senior Director of 
Applications Technology and Development at Hologic, cited that the IS team 
“had concerns that [they] would not be able to get this project done with the 
current toolset.” 

The team was constrained by a heavyweight integration stack that slowed 
development time, the IS team needed a faster way to deliver integrations in 
order to keep pace with the growing needs of the business. The scope and 
complexity of the project demanded new tools to make development faster  
and more agile. Hologic recognized that in order to be successful, they needed 
a new integration platform that could support real-time data transfer across  
a variety of enterprise applications, including Salesforce, Oracle EBS, and  
Agile PLM. 

Hologic’s Vasil Valkov – Systems Integration and Software Development 
Manager – identified MuleSoft as a “cutting edge technology” and the “best, 
easiest solution for integrating with enterprise applications.” The Hologic team 
turned to MuleSoft’s Anypoint PlatformTM in order to increase the overall 
speed of development through API-led connectivity. This approach allowed the 
team to package underlying connectivity and orchestration services as easily 
discoverable and reusable building blocks, exposed by APIs. 
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For example, Hologic recently developed an integration between Salesforce, 
Steelbrick (a CPQ engine), and Oracle EBS, that takes a product quote 
and converts it to a sales order. When the team needed to replicate this 
functionality for service and repair quotes, they were able to move quickly and 
reuse many of the same assets developed for the initial integration. Further, 
they were able to build a foundation of reusable assets that will help them 
accelerate the development of future projects. 

MuleSoft enabled Hologic to build and launch integrations 3x more quickly  
than before. Brownlie estimated that it would have taken “at least 50% longer” 
to deploy Salesforce without MuleSoft, which would have prevented them from 
delivering the project in the timeframe demanded by the business. Moving 
forward, Valkov revealed, “no matter what solutions our executives want to 
bring on, now that we have MuleSoft, we know we will be able to integrate  
them easily.”
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New market opportunities highlight the need for faster product innovation 
Clinical and technological advances have created new market opportunities for life 
sciences companies. As therapies and devices grow more complex and as more R&D 
dollars are required to bring a drug to market, IT is being asked to help drive growth by 
accelerating new product go-to-market speed. This speed can yield outsize benefits for 
these companies, who benefit massively by being the first to patent new products, as well 
as for patients, who can receive cures to previously untreatable diseases.  

The emergence of precision medicine illustrates how technology plays an increasing 
role in the development and commercialization of new life sciences products. Precision 
medicine relies on the analysis of a patient’s biomarkers or DNA in order to provide 
personalized treatment tailored to the patient. This requires more sophisticated data 
analysis to correctly identify which treatment will work best, as well as the ability to share 
that data with the clinician responsible for prescribing the drugs.  

Oncology provides numerous examples of how precision medicine works in practice. 
For example, the National Comprehensive Cancer Network recommends that all women 
with ovarian cancer be offered a DNA test analyzing for BRCA gene mutations, and for 
women who test positive for the mutation to be prescribed a “PARP inhibitor,” a drug 
specifically designed to treat ovarian cancers where the BRCA mutation is present. Under 
this paradigm, market opportunities have emerged for those who run the DNA tests and 
share the data with clinicians, as well as those who make the drugs that are optimized to 
support patients based on their genetic make-up.

Precision medicine represents just one example of how modern technology has enabled 
the development of new clinical products. Other product categories, such as connected 
devices, offer similar opportunities for growth into new markets. Companies who can 
leverage both internally facing and externally enabling technologies to accelerate the 
development and go-to-market of these new products stand to reap tremendous 
rewards. And, in doing so, they enable patients who benefit from these new products to 
live longer, healthier lives.

API-led Connectivity for Life Sciences

The need to address shrinking margins, improve patient and clinician engagement, and 
support  the launch of new products and services has put increased pressure on IT life 
sciences teams to increase project delivery speed. With an ever-increasing number of 
projects to deliver, neither point-to-point connectivity nor traditional SOA approaches 
are fit-for-purpose, necessitating a new model.
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Point-to-point approaches might seem attractive for quick delivery of a single given 
project or when there are a limited number of endpoints and a slower pace of 
change. However, life sciences companies face an explosion of endpoints across an 
ever-increasing number of applications, data, and devices. Extending a point-to-point 
connectivity approach across an increasingly complex IT landscape creates a spaghetti 
code problem which, in turn, leads to increased cost to change and slower time to 
market  for both core products (e.g. drugs, devices), as well as applications designed to 
serve the needs of the business. 

Traditional SOA, designed to resolve some of the issues that result from a 
proliferation of point-to-point code, cannot move at the pace at which today’s 
new systems and applications evolve and change.  For example, whereas the 
schema for processing an order in a legacy ERP system or the format in which 
an 856 Advanced Shipment Notice is transferred has not changed in years, the 
requirements for patient experience portals or mobile applications for physicians 
might change monthly. 

Increased agility and flexibility is necessary to increase the speed at which new 
applications can be developed, as well as support the need to modify them in 
response to the evolving needs of the business. API-led connectivity provides a 
means for IT to establish this agility as a foundation on which more projects can be 
delivered in support of core business objectives.  

The illustration below considers how API-led connectivity can be applied  
to life sciences.
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System APIs expose data across core systems of record, such as CTMS, ERP, CRM, 
or proprietary databases. These APIs provide a means of accessing underlying 
systems of record and exposing that data, often in a canonical format, while 
providing downstream insulation from any interface changes or rationalization 
of those systems. Exposing this data through APIs enables shared consumption 
of this data throughout the enterprise, enabling geographically dispersed project 
teams to access the same resources without having to write duplicate code. It 
also enables secure and governed access, which is crucial when dealing with more 
sensitive data, such as HIPAA protected clinical trials data.  

Process APIs consume and orchestrate data exposed by System APIs, and 
represent common business processes that interact and shape data. They exist 
independently of the source systems from which that data originates as well as 
the target channels through which that data is delivered. For example, the core 
process to authenticate a product at different stages of the supply chain uses 
some logic that is common to a particular domain of the business and used by 
multiple other business domains and front-end channels. Representing product 
authentication as an experience API allows it to be called and reused regardless of 
the underlying product data from the system layer. 

Experience APIs are the means by which data can be transformed so that it is 
most suitably consumed by its intended audience, all from a common data source. 
They enable data to be consumed across a broad set of audiences and end-
consuming applications in a manner that enables the reuse of underlying process 
and system APIs that supply and orchestrate the data. For example, to access 
the same product data, a supply chain partner needs data in a legacy file format, 
a physician web portal might need data in XML, and a patient mobile application 
might need that data in JSON. Exposing this data to these different channels with 
experience APIs eliminates the need to drill into core systems of record each time 
a new end-user needs access to the underlying data.  

The API-led connectivity approach, centered around the reuse of system, process, 
and experience APIs, not only enables the more rapid development of new 
applications, but also promotes loose coupling––making said applications more 
flexible to changing business requirements. Furthermore, by leveraging APIs to 
expose data, this model builds in critical governance, security, and visibility to the 
exchange of secure patient, product, and business data.
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Case Study:  
Top 5 Pharmaceutical Company
A pharmaceutical company’s key route to market is its relationship with its 
physicians. Physicians have a choice of drugs to prescribe, and the timeliness 
and richness of drug information is a critical determinant of which drug the 
physician prescribes. 

This global pharmaceutical company’s marketing team set out to transform 
how the company engaged its physicians by refreshing its web presence  
and developing a new mobile channel, in all 140 of the countries in which  
it operates. 

Prior to the introduction of this project, this company suffered from a mix of 
different technologies in each country, with inconsistent design and execution. 
The challenge was to drive greater control and governance, but at the same 
time, give each country the flexibility and freedom to move quickly and drive 
in-country localization where appropriate. 

To realize this vision, this company embraced the API-led connectivity 
approach. It considered the web and mobile experience that it wanted users 
to have, and built an experience API layer that spanned across web and mobile 
channels. It then built a set of APIs within the process layer, which exposed key 
pieces of logic that could be leveraged by each in-country IT team. 

For example, identity management is a key requirement for such a digital 
marketing platform. Each time a doctor logs onto the platform, a real-time 
check must be made to ensure that that doctor is licensed to practice medicine. 
The system of record for such information varies by country, and within each 
country, by clinical specialty. MuleSoft’s Anypoint PlatformTM sits as the 
orchestration layer receiving, routing, and transforming identity management 
requests in real-time.
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Providing a direct comparison between how IT projects are developed with API-led 
connectivity versus with point-to-point connectivity helps elucidate the benefits highlighted 
above. To illustrate, let us consider how each of these approaches would be used to 
develop a web application that surfaces drug information and order history to clinicians, 
and performs an eligibility check to confirm the clinician can prescribe the drug.

The above diagram demonstrates how this application would consume data across 
different systems with a point-to-point approach to connectivity. It pulls prescription history 
data from Salesforce, national provider identifier (NPI) data from a database, and product 
data from a separate database, and connects it directly to the web application.

While the point-to-point connectivity approach may deliver the project on time and 
within budget, it does so in a way that creates longer term pain for the IT team and the 
business. For example, consider what would happen if the business demanded the same 
functionality of the web application be delivered via mobile app - an understandable 
request, given the increasing need to engage physicians through mobile channels.  With 
point-to-point connectivity, providing this functionality would require IT to rebuild the entire 
application from scratch. 
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Now, let us consider the same web application developed with API-led connectivity. 

API-led implementation for the drug information application

In the above architecture, System APIs have been built to abstract away the complexity 
of the CRM and databases where product and prescriber data resides. These APIs are 
reused across both web and mobile versions of the application, and can also be reused to 
accelerate development of any other application that requires data from these systems.  

Process APIs orchestrate data from core systems into discrete units of business value, 
such as “prescription data” or “drug preferences.” They can also marry that data with 
business logic to create reusable services such as “eligibility check.” In this architecture, the 
“eligibility check” API leverages data from the CRM (to find the provider’s NPI number), as 
well as the NPI database (to confirm the physician is eligible to prescribe), in order to make 
an eligibility determination.

Similar to the system APIs, these process APIs can not only be reused across different 
versions of the drug information application, but can also be used across different 
applications across the enterprise. For example, any new application that requires 
physicians to verify their eligibility can reuse the “eligibility check” API to do so, and following 
the development of this project, additional projects requiring prescriber authentication can 
reuse the “eligibility check” API to do so.  
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Experience APIs consume process API data and expose it in a format that 
suits the end user’s requirements. In this example, once the eligibility check is 
successfully completed, drug preferences and physician customer data can be 
exposed to the physician desktop portal. One could imagine different subsets of 
the same product data being exposed to clinicians, health plans, and patients, 
and experience APIs provide a means of doing so without needing to rewrite the 
application from scratch for each audience.

The benefits of API-led connectivity are multiple. Unlike with point-to-point 
connectivity, adding mobile functionality to this application requires no rework.  
The only thing incremental work required is the development of the mobile 
experience API.

The reference architecture above also illustrates the ease with which new 
features can be developed on top of the application. For example, if the business 
later demanded the ability for the application to provide insurance coverage 
information for each drug, health plan data could easily be pulled into a “coverage 
eligibility” API, which could then be consumed by the desktop and mobile portal 
experience APIs.

Furthermore, since these systems are loosely coupled, different systems can be 
quickly incorporated into the application architecture without disruption to the 
application’s functionality. For example, if the pharmaceutical company from the 
example above decides to acquire a different company with its own systems of 
record for product data, and decides to standardize on those new systems, the 
only work required to support existing applications consuming product data  
would be at the System API level.

The benefits of designing applications with reusable artifacts extend beyond the 
application itself, and to the entire enterprise architecture. Common artifacts such 
as physician data, drug data, and eligibility check can be reused across the entire 
enterprise, allowing IT teams to launch projects where these assets are leveraged 
multiple times faster than before.

API-led connectivity transforms life sciences IT teams from a bottleneck to the 
business to a platform. Doing so enables IT to lead the charge in responding to the 
most pressing disruptions life science companies face, whether it is by reducing 
product development costs by streamlining operational efficiencies, driving 
competitive differentiation through superior patient and clinician engagement, or 
driving an accelerated go-to-market for transformative new treatments. 
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“MuleSoft powers our innovation vision. 
We chose to partner with them to drive 

speed of execution.”
 Joshua Liberman, PhD, Director, Sutter Health
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MULESOFT: THE API-LED 
CONNECTIVITY PLATFORM 

FOR HEALTHCARE
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API-led connectivity provides a proven methodology for health systems, insurers, 
and life sciences companies to increase IT project delivery speed and close the IT 
delivery gap. This enables healthcare organizations to deliver on unmet patient 
expectations, and drive massive competitive differentiation in doing so.  

MuleSoft’s Anypoint PlatformTM was purpose-built to enable API-led connectivity. It delivers 
an unmatched combination of capabilities that allow healthcare organizations to realize 
this vision, including:

Support for the Full API Lifecycle: While many solutions in the market focus 
exclusively on API management, Anypoint Platform supports the full API 
lifecycle, enabling the modern API to be treated more like a product than  
just code. Anypoint Platform supports the entire SDLC, from design, 
collaboration, build, test, deploy, publish, version, to retire.   
 
Security by Design: API-led connectivity embraces the importance of  
securing and governing APIs. With Anypoint platform, every connectivity asset 
can be governed using policies. In addition, every node, connection, and API  
is automatically registered within Anypoint Platform. This means that they  
are inherently secured. Anypoint Platform also provides unparalleled visibility 
into what applications access which systems. Last but not least, Anypoint 
Platform’s dynamic policy enforcement enables security and governance 
requirements to be changed independently of the underlying code,  
increasing agility without compromising on security.  
 
Ubiquitous Connectivity: Anypoint Platform can connect to any source  
of data, enabling rapid implementation of API building blocks. The platform 
allows users to connect any endpoint with pre-built generic protocol,  
transport and database, and application connectors. 
 
A Unified Platform: Anypoint Platform provides enterprise grade connectivity 
and support for the full API lifecycle on a single platform, eliminating the need 
to manage multiple products, vendor relationships, and skillsets. Unifying  
the functionality required to realize API-led connectivity under a single platform 
and management plane streamlines development, and simplifies  
application maintenance.  
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Flexible Deployment: On-Premise, or In the Cloud: Deployment 
environments are evolving with the emergence of public and private clouds. 
Anypoint Platform enables healthcare organizations to write once and 
deploy anywhere - on the cloud, on-premise, or within a hybrid environment. 
Healthcare organizations can manage their networks as a single fabric, 
regardless of where the API nodes are deployed.

All of these capabilities are required to successfully realize API-led connectivity and close 
the IT delivery gap. MuleSoft provides a unified solution that marries these capabilities on 
a single platform, which is purpose-built to enable healthcare organizations to innovate 
faster in the service of better patient care.

Jumpstart API-led connectivity with Catalyst Accelerator for Healthcare

Alongside Anypoint Platform, MuleSoft offers Catalyst Accelerator for Healthcare, a publicly 
available set of API designs and implementations designed to accelerate the journey 
to API-led connectivity for healthcare organizations. These assets reflect best practices 
from leading health systems, payers, and life sciences companies who have successfully 
implemented API-led connectivity. Catalyst Accelerator for Healthcare is intended to 
both support the transition to API-led connectivity, and to accelerate the development of 
common healthcare applications. Its components include:

API-led reference architecture for healthcare. Catalyst Accelerator for Healthcare 
provides a model for API-led connectivity, drawn from working with industry leaders, that 
promotes asset self-service and reuse. 

Catalyst Accelerator for Healthcare reference architecture
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Fast Health Interoperable Resources 
(FHIR)
The FHIR (Fast Health Interoperable Resources) standard builds on  
the evolutionary cycle of HL7. Born out of frustration with the complexity  
and unwieldiness of existing standards in healthcare, FHIR is a compelling  
new standard that is achieving rapid adoption in the healthcare industry.  
FHIR defines a number of information sets as RESTful resources, which  
can be exchanged in both JSON and XML data formats. The FHIR standard  
also defines how these resources can be made available through RESTful  
APIs, as well as messaging exchanges. 

FHIR represents an industry-wide attempt to model the core of the  
digitization of interactions between patients and providers and relevant  
medical informations. The resources defined in the FHIR specifications 
represent prime candidate API building blocks for an API-led connectivity 
architecture in healthcare. Adopting FHIR as a canonical model enables 
healthcare organizations to establish interoperability with a growing  
number of healthcare software platforms and applications. 

SMART, an initiative developed by Boston Children’s Hospital, aims to  
provide a set of interoperable applications developed against common 
standards accessible through an app-store like interface. This interface  
can consume the FHIR experience APIs that healthcare organizations  
expose. As initiatives like SMART continue to mature and the number  
of FHIR-consuming applications increases, we expect more healthcare 
organizations to adopt the FHIR standard.
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Packaged API designs and implementations. Leveraging HL7 FHIR standards, 
MuleSoft has built out a set of API definitions and packaged implementations, including 
HL7 v2 to FHIR mappings. Each of the API building blocks in the above architecture is 
included as part of the Catalyst Accelerator. 

Support for common healthcare applications. The assets included in Catalyst 
Accelerator for Healthcare can be leveraged out-of-the-box to support accelerated 
development against four common healthcare use-cases, including:

• Patient/member/customer 360, which leverages the EHR FHIR and CRM FHIR 
System APIs, the EHR to CRM Sync APIs, and the Salesforce Experience API

• Medical/fitness device connectivity, which leverages the Fitness FHIR and 
CRM FHIR System APIs, the Fitness Data Sync Experience API, and the Web Portal 
Experience API

• Patient onboarding, which leverages the EHR FHIR and CRM System APIs, the 
Onboarding Process API, and the Web Portal Experience API

• Appointment booking, which leverages the EHR FHIR System API, the 
Appointments Process API, and the Web Portal Experience API

Note that many APIs, such as the EHR FHIR System API, are reused across these 
distinct use cases. Accordingly, the architecture and assets provide a strong 
reference model to guide healthcare organizations as they think about driving 
asset reuse across different healthcare projects across the enterprise. 

Getting started with Catalyst Accelerator for Healthcare is easy. All of the assets 
discussed above can be downloaded for free on Anypoint Exchange. We 
encourage healthcare organizations to make full use of these assets to more 
quickly adopt API-led connectivity within their enterprise. Doing so allows IT teams 
to realize the benefits of reuse conferred by this model even faster than before.

MuleSoft: The partner for realizing API-led connectivity in healthcare

MuleSoft provides a unique set of capabilities and experiences that make it the 
optimal for realizing API-led connectivity in healthcare. Anypoint Platform, as the 
only platform purpose-built to deliver API-led connectivity, uniquely marries all 
of the functionality required to deliver on this vision. With Catalyst Accelerator 
for Healthcare, organizations can more easily make API-led connectivity a reality. 

https://www.mulesoft.com/exchange#!/catalyst-accelerate-for-healthcare
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Last but not least, MuleSoft provides a wealth of experience working with leading 
hospitals and health systems, payers, and life sciences companies to help them 
successfully implement and realize the benefits of API-led connectivity. 

By leveraging the best practices from healthcare industry leaders that have 
adopted API-led connectivity and incorporating them within both our product 
and services delivery, MuleSoft has established itself as the premier company 
for helping healthcare IT teams to innovate faster, enabling them to increase the 
quality and experience of care they provide patients. With MuleSoft as a partner, 
healthcare organizations can increase their IT and business agility, enabling them 
to not only survive, but thrive amidst industry disruption.
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“In the next 10 years, data science and 
software will do more for medicine than 
all of the biological sciences together.”

Vinod Khosla, Founder Khosla Ventures
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HEALTHCARE’S DIGITAL 
FUTURE IS HERE



78

Patient dissatisfaction with the health system has reached a boiling point, 
triggering legislative and market disruptions. The transition to value-based care 
has put the onus on hospitals and healthcare systems to proactively address 
patient care quality. Increasing competitive pressures from tech-driven startups 
are disrupting the health insurance industry. And life sciences companies are 
facing growing pressures to accelerate their go-to-market strategies in the face of 
shrinking margins.    

With disruption knocking at the door, healthcare organizations are pressured to 
address the source of these disruptions: patient dissatisfaction. To do so, they 
must turn to IT to drive strategic initiatives that mitigate patient dissatisfaction–
whether it is by building portals to provide access to their medical records, offering 
mobile applications that allow consumers to find tailored health insurance plans, 
or adopting technologies to enable the faster development of life-saving drugs.  

The status quo IT operating model does not provide the agility required to 
adopt the increasing number of technologies that are needed to respond to 
industry disruption. Healthcare organizations that continue along this path will be 
consumed by the IT delivery gap, and find themselves unable to meet patient and 
customer demands. 

API-led connectivity provides a means for healthcare organizations to transform 
IT from a bottleneck hindering innovation into a platform that enables the rapid 
delivery of innovation. Over time, this approach leads to the emergence of an 
Application Network, which allows for any system, application, data, and device 
to be seamlessly “plugged” in and out in a lego-like manner. Equipped with an 
Application Network, healthcare organizations can not only respond to today’s 
industry disruption, but put themselves in position to easily accommodate 
whatever business needs may emerge in the future. 

The time to change is now. Across every industry, from retail, to banking, to 
transportation, one trend has held constant: the fast outcompete the slow. 
Companies like Blockbuster, Sears, and Radioshack, who have seen their market 
cap crater over the past decade due to a lack of digital innovation, have learned 
this lesson the hard way. In fact, the stakes for healthcare companies are even 
higher than those in other industries. IT innovation in healthcare does more 
than impact the bottom line: it saves lives. Accordingly, the human impact of 
accelerating the speed of IT innovation cannot be understated.  
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Healthcare will not prove to be an exception to the trend; indeed, leading 
providers, payers, and life sciences companies have already started to embrace 
API-led connectivity to increase IT and business agility, enabling them to out-
innovate their competition. Others that do so will join these leaders in providing 
novel, technology-driven solutions to the problems that have created such 
widespread patient dissatisfaction. As in other industries, these agile organizations 
across the healthcare continuum will out-compete their slower-moving 
competitors, driving system-wide improvements in the quality of care, reducing  
the overall cost of care, and transforming the patient experience. 

We encourage healthcare organizations to join in driving this change by applying 
the principles and methodologies prescribed in this eBook to evolve from 
disrupted to disruptor, leveraging technology to not only improve care, but to 
establish market leadership in doing so. 
 
MuleSoft’s Anypoint Platform is trusted by over 1000 enterprises worldwide including 
3 of the top 7 US academic medical centers, 3 of the top 9 health insurers, 2 of 
the top 6 global pharmaceutical companies, and multiple government healthcare 
agencies.  It is the only vendor to be named a Leader in both the Gartner Magic 
Quadrant for Full Lifecycle API Management and the Gartner Magic Quadrant for 
Enterprise Integration Platform as a Service (iPaaS).




